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Abstract

Data mining has gain alot of attention nowadays. The utilization of data mining techniques as a powerful
data extraction method brings up the popularity of data mining. This paper presents the progress of
development of web usage mining tools to handle the web server logs. The discussion of the projects is
focused on extraction algorithm and how to read the web server logs. Once the log has been extracted, pre-
processing task can be performed depending on the requirement before mining process using web usage
mining algorithms. The development tools used Active Server Pages and Ms Access as scripting languages.
Since this paper primarily reports on the development of the tools, several algorithms are discussed.
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INTRODUCTION

Historically, the notion of finding useful patterns in data has been given a variety of
names including data mining, knowledge extraction, information discovery, information
harvesting, data archeology, and data pattern processing.

Data mining is the process of extracting valid and interesting relationships from large
collections of data using Artificial Intelligence (Al) or statistical techniques (Fayyad,
1996). An important extension of data mining is an integrated technology of various field
including computational linguistics, statistics, informatics, artificial intelligence and
knowledge discovery. Data mining also can be interpreted as the discovery and analysis
of useful information from the Web (Lee and Liu, 2001).

With the increasing popularity of the Web, it is no surprise that Web Mining has attracted
many attentions. Web Mining is the use of data mining techniques to automatically
discover and extract information from Web documents. Generally, Web Mining can be
separated into three categories. Web content mining, Web structure mining and Web
usage mining (Chen, 2003; Pal, 2002) (See Fig. 1).
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Figure 1: A taxonomy of Web Mining

Figure 1 illustrates that Web Mining consists of three parts: Web Content Mining and
Structural Mining and Web usage mining. Content Mining involves mining web data
contents (Madria, 1999) ranging from the HTML based document and XML-based
documents found in the web servers to the mining of data and knowledge from the
data source.

Structural Mining emphasizes on knowledge discovery for the structure of the Web
system, including the mining of the user preferences on web browsing, the usage of
the different URLs in a particular websites, external structure mining and interna
structure mining (Lee and Liu, 2001). Structure Mining is a discovery of patterns in
the browsing and navigation to understanding user’s behaviors on the web. While the
web usage mining primarily consists of two phases strategy, First is pattern analysis
and classification is performed by means of an unsupervised clustering algorithm,
using registration information provided by the user. In second phases a re-
classification is iteratively repeated until a suitable convergence is reached.
Reclassification is used to overcome the inaccuracy of registration information and it
is accomplished by log analysis and content management modules based on users
navigational behavior (Albaness et. a., 2004). The scope of this paper is primarily
concern in dealing with the web server logs.

System ar chitecture

The architecture of the system is based on framework suggested by Shih and Tu
(2002).
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Figure 2: Framework for web usage mining

PROBLEM STATEMENT
The World Wide Web (WWW) is a popular and interactive medium to
disseminate information today. The web is huge, diverse, and dynamic and
thus raises the scalability, multi media data and temporal issues respectively.
Due to such situations, users are currently drowning in information and facing
information overload.
To find relevant information using traditional approach such as database
approach need more time and the searching keyword is restricted based on
database format.
Problem identified is to find relevant information based on user preferencesin
the web and the system will use the information collected in web server to
recommend the website based on user interest using web mining techniques
and agent technology. Finding relevant information on the World Wide Web
is very time consuming and therefore a tool (intelligent agent) is required to
narrow down searching.
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OBJECTIVES

The objectives of this project are:-
1. Toidentify the types of web mining techniquesto be used
2. Toidentify aframework for web usage mining using agent.
3. To develop aprototype based on 2.

RELATED WORK

Recent survey on web mining has been done by Kosala and Blockeel (2000) explored the
terms of web mining and the research area. Research in web mining is at cross road from
several research communities such as database, information retrieval, and within artificial
intelligence (Al), especidly sub area of machine learning and natural language
processing. Survey points out some confusion regarded the usage of the term Web mining
and suggest three web mining categories.

Historical study has been conducted by severa researchers that specialized in web mining
techniques and severa frameworks aready explored and most of the applications of web
mining have been successfully apply in business and e-commerce domain areas.
Mobasher et al. (1996) proposed a framework for web mining using various web mining
task and implemented a prototype namely WEBMINER by applying the framework as
proposed. The problem has already pointed out from the system is to perform cluster
analysis on association rules and sequential pattern discovery. On the other hand, Eirinaki
and Vazirgiannis (2003) developed a module that comprises a web personalization
system concerning the web usage mining module.

Mobasher et al. (1999) proposed an effective techniques for capturing user profiles based
on association rules discovery and usage based clustering combining with current status
of an on-going activity to perform rea time personaization while Toolan and
Kushmerick (2002) proposed techniques based on web usage mining to deliver
Personalized Site Maps that are specialized to the interest of each individual visitor.

Applying the agent technology has improved the performance of web mining compared
to traditional approach such as database approach. Han et al. (1997) proposed Web Agent
for Document Categorization and Exploration on World Wide Web to automatically
categorized a set of documents using Web Agent combine with a process for generating
new queries used to search related document and filter the result and extract the set of
documents most closely related to the starting set, while Cooley et al. (1999) has
developed Web Site Information Filter (webSIFT) to use the content and structure
information from a Web site in order to identify potentially interesting result from mining
usage data. These webSIFT isbased on WEBMINER prototype.

With the growth of popularity of E-Commerce, Lee and Liu (2001) proposed an
Intelligent multi-agent based environment known as intelligent Java Development
Environment (iIJADE) to provide an integrated and intelligent agent based platform in the
e-commerce environment on Internet shopping. The application of intelligent agent has
increase to spread out to various applications and not only in e-commerce environment
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and with the growth of information on World Wide Web and online database,
Mohammadian (2001) provides building blocks for integrating intelligent agent with
current search engines. Intelligent agent can improve the performance of search and
retrieval engines. The use of existing search and retrieval engines with the addition of an
agent will allow a more comprehensive search with a performance that can be measured.

Casalola and Gauch (1997) focused on agent that accomplish task such as browsing,
searching and filtering available information on the World Wide Web while Hauskin
(2000), utilizing an ontology called COMRIS to provide shared understanding of a
domain between Web mining agent and other agent accessing the gathered information.

Seo et a. (2001) presented a method of building intelligent systems for mining
information extraction rules from semi-structured Web pages by using domain
knowledge. The limitation of this method is that works only labeled document and not
table-type document.

Chau et al. (2002) developed Collaborative Spider is an multi-agent system to provide
post-retrieval analysis and enable across-user collaboration in Web Search and mining
while Petenes and Nasraoui (2003) presented an Intelligent Web personalization based on
web usage mining to discover useful knowledge about user access patterns followed by
recommendation engine to response to these knowledge based on users individua
interest.

Based on survey that has been done, it shows that Web Mining is widely used in business
and E-Commerce applications. Due to the number of Web Mining applications in
education is currently small; therefore this project focuses on education.

METHODOLOGY
In this project, System Development Methodology known as Rapid Prototyping is
utilized. Rapid Prototyping consists of the following phases (See Fig. 3):

Requirement Definition

A

4

Desi

gn

A

y

Prototype

Creation

System Implementation
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Figure 3: Rapid Prototyping Methodology

Requirement Definition

In this phase, data will be gathered from a web server log files. All data will be
normalized and trained using data mining techniques. Web mining process will be
done as an offline task.

Design

This phase discuss about the system design, it involves designing the architecture,
database, system flow, model of the system and platform. System requirement will
also befinalized in this phase.

Prototype Creation
The information from the design is rapidly rolled into a prototype. A prototype will
be developed based on design phase.

Assessment

The prototype is presented to the customer for review. Comments and suggestions are
collected from the customer. If the customers/users not satisfy with the prototype. The
prototype need to be modified and re-assessment will be made again.

System implementation

In most cases, the system is rewritten once requirements are understood. Sometimes,
the iterative process eventually produces a working system that can be the
cornerstone for the fully functional system.

REQUIREMENT
Thisimplement this project several requirement have been identified:-
1) Operating System : Windows 9X/2000/XP
2) Internet Information Services (11S)
3) Micosoft Frontpage 2000/ Macromedia Dreamweaver M X
4) Visua Interdev 6.0
5) Active Server Pages 3.0 and Ms Access
6) Server logs (sample datawill collected from Pusat Teknologi Maklumat)
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IMPLEMENTATION
The implementation of the tool is using Active Server Pages that consists of several
modules:

)] Module that read the data

i) Module that transfer the data

1)) Module that perform the data preprocessing

iv) Module that perform the web mining algorithm
V) Module that display the data.

Modulethat read the data

There are alot of types of datathat can be used in web mining, however, since these tools
will be used to perform the usage of the web by utilizing the web server logs, agorithm
written only to perform on the web server logs data. Since the web server logs are vendor
based data, only Internet Information Services (11S) web server logs can be read while
others types of web server logs are covered. 11S web server logs consist of line of text that
have 19 attributes represented the usage of the web by the visitors. An example of web
server logs can beillustrated in Fig. 4

2003-11-23 16:00:13 210.186.180.199 - CSLNTSVR20 202.190.126.85 80

GET /tutor/include/style03.css - 304 141 469 16 HTTP/1.1

www.tutor.com.my Mozilla/4.0+(compatible;+M SIE+5.5; +Windows+98;+Win+9x+4.90)
ASPSESSIONIDCSTSBQDC=NBKBCPIBBJHCMMFIKMLNNKFD;+browser=done;
+ASPSESSIONIDAQRRCQCC=LBDGBPIBDFCOKHMLHEHNKFBN http://www.tutor.com.my/

Figure 4. Sample web server logs

Active Server Pages (ASP) is one of the popular scripting languages used for developing
web-based application. This study focuses on this language in order to develop the
application that can manipulate the server logs. To access the server logs from windows
2000, the *.dll file named logscrpt.dil is used to load the class object MSWC.IISLog. The
MSWC.IISLog class contains several methods and properties that can be used either to
retrieve log entries or write log entries. (see Fig. 5)

Methods

AtEndOfL og To indicates that all records have been read from the log
files

Closel ogFiles Closes all open log files

OpenL ogFile Opens alog file for reading or writing.

ReadFilter Filters records from the log file by date and time.

ReadL ogRecor d Reads the next available log record from the current log file.
WriteLogRecord  Writes alog record to the current log file.

Properties

BytesReceived Indicates the number of bytes received.
BytesSent Indicates the number of bytes sent.
ClientIP Indicates the client’ s host name.
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Cookie Indicates the client’ s cookie.
CustomFields Indicates an array of custom headers.
DateTime Indicates the date and time, in GMT.
Method Indicates the operation type.
ProtocolStatus Indicates the protocol status.
ProtocolVersion Indicates the version string.

Referer Indicates the referrer page.

ServerlP Indicates the server’s IP address.
Server Name Indicates the server name.
ServerPort Indicates the port number.
ServiceName Indicates the service name.
TimeTaken Indicates the total processing time.
URIQuery Indicates any parameters passed with the request.
URI Stem Indicates the target URL .

User Agent Indicates the user agent string.

User Name Indicates the user’ s name.
Win32Status Indicates the Win32 status code.

Figure 5: Method and Properties of MCSW.I1SLog Class
Read Server Logs
In order to perform pattern mining and generalized association rules, a tool was written

using Active Server Pages (ASP) to perform preprocessing techniques. The agorithm for
preprocessing isillustrated below:

1 Const ForReading=1

2 Const ForWriting = 2

3

4  Sub ReadL og( Physical-Path, ModeFile-1, TypeOfLogFile, ModeFile
5 2,3r TypeOfLogFormat)

6

7 RecordCounter = 0

8 Set LogReader = Server.CreateObject(“ 11SLog” )

9 LogReader.OpenLogFile LogFilePath, ModeFile-1,
10 TypeOfLogFile, ModeFile-2, StrTypeOfL ogFormat
11

12 LogReader.ReadlL ogRecord

13

14 While NOT LogReader.EndOfLogRecord

15

16 Retrieve Log Attributes

v

T

19 RecordCounter = RecordCounter + 1
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20 LogReader .ReadlL.ogRecord
21 Loop

22

23 LogReader.CloseL ogFile
24 End Sub

Figure 6: Algorithm for Reading Server Logs

Fig. 6 depicts the algorithm used for reading the server logs. Since the server logs
consists of three common formats (Mohd Helmy Abd Wahab, 2004), the algorithm for
reading the file is also different depending on the format of the log file. In Fig. 5, line 1
and 2 shows the definition of the mode of the file. Since the log files is read for
preprocessing purposes, a mode 1 is utilized. In line 8, an object to read the file is
instantiated and line 9 causes the file to be opened does open the file. In line 12, the first
record of the log file is read then the RecordCounter will count the record that represents
the transaction.

Transfer Server Logsto database
After reading the log files, several attributes are ignored because they were considered

not important for the analysis. The read logs records will be stored in a database. Fig. 7
shows the database to store the data.

B DataExtracted : Table

TranslD |  ClienttP | URI.Stem | Status | DateTime |  Method
B 11923412598  ftutorbpgdindex 200 2003-11-24 16:C GET
7| 2 189.23.204.23  /bank/upsrbm/E 200 2003-11-24 19:% GET]

Figure 7: Table after datais transferred to database

Fig. 7 shows the server log data after transferring to database and note that not al
attributes are shown in the figure 7 due to the space restrictions. Several attributes are
ignored and the interesting fields are included in the database. The agorithm that
implements this function is written as:

1 Declare Variables

2

3 Set DB = Server.CreateObject(* ADODB.Connection™)
4 Set RS= Server.CreateObject(* ADODB.Recordset” )
5

6 ConnStr = {MsAccess Driver}

7 DB.Open ConnSr

8 RS.Open TableName, ActiveConnection,

9

10

11 Add Data

2 ..

14 ..
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15 RS.Update
16 Set Rs= Nothing
17 DB.Close

Figure 8: Algorithm transfer to database

Fig. 8illustrates the algorithm to perform data transferring from flat file (original log file)
to database. Once the data already in database, Mining task can be performed to produce
the useful patterns.

Algorithm to perform preprocessing and mining

To perform generalized association rules, server logs must be cleaned or filtered. Many
entries are considered uninteresting for mining were removed. In the entries such as
images (e.g. *.gif, *.jpg) and scripts (*.css, *.js) are removed.

An agorithm for cleaning the entries of server logsis presented below:

Read record in database
For each record in database
Read fields (URI-Stem)
If fields = {*.qgif, *.jpg, *.css} then

Remove records
Else
Save records
Endif
Next record

Figure 9: Algorithm for data cleaning

To generate the rules, the ssmulator program is executed and the page will prompt the
server logs (see Fig. 10)
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Figure 10: Starter Prompt for Log File Simulator

Fig. 10 illustrates the interface for input the log file, in this ssmulator; log file will be
prompted before the analysis begun. This simulator performs the generalized association
rules only. After loading the files generalized association rules can be executed. Rule
produced from this simulator is shownin Fig. 11

Figure 11: Rule produced by the simulator
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Fig 11 illustrates the rule produced by the simulator. In this study, the total transaction
before cleaning is 82683 records and after cleaning total transaction becomes 38524.
However, the process of preprocessing data are done separately due to the system is not
currently integrated. The data preprocessing are done separately due to the huge amount
of data for each log files and limited computing resources. As shown in Figure 11, the
pre-processed data are mined using Generalized Association Rules algorithm in order to
produce an interesting rules by determine the support and confidence value.

CONCLUSION

Web Usage Mining is an aspect of data mining that has received a lot of attention in
recent year (Kerkhofs et al., 2001). Commercial companies as well as academic
researchers have developed an extensive array of tools that perform several data mining
algorithms on log files coming from web servers in order to identify user behavior on a
particular web site. Performing this kind of investigation on the web site can provide
information that can be used to better accommodate the user’ s needs.

It is important to mention that the most efforts have relied on relatively simple techniques
which can be inadequate for real user profile data since noise in the data has to be firstly
tackled. Thus, there is a need for robust methods that integrates different intelligent
techniques that are free of any assumptions about the noise contamination rate

Future work on this study includes more sophisticated techniques for data preprocessing
and the identification of access sessions, in order to alleviate common problems of Web
Usage Mining. Other algorithms for pattern discovery will also be included in the system,
in order to provide aternative methods such as apriori algorithm and adaptive clustering
technique can be explored for further enhanced analysis.
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